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Office of Compliance Analytics

Due to a decrease in personnel 
and an increase in filed tax returns, 
the IRS has turned to big data analytics 
to solve their budget woes. 
The Office of Compliance Analytics 
was created in 2011 as a new division 
of the IRS. 
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IRS Data Mining

It has been reported that the IRS 
is now mining commercial 
and public data pools including 
social media sites (e.g., Facebook, 
Instagram, and Twitter) and
pattern recognition algorithms are
then run on the data to identify
potential non-compliant taxpayers.
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We are at a time when we can guide the future of 
privacy, data security, and AI

The focus on private industry’s use of data neglects the real risk of uncontrolled 
government surveillance

However, such laws must apply equally to government and private industry

There is an enormous difference between using an algorithm to predict which 
book you like and how long you should stay in jail 

Government has been mining the internet for information and using 
predictive analytics to make decisions impacting human rights





Data Collection - The Privacy Act of 1974 
The Privacy Act limits the federal government’s use of private data about US 
citizens

Data Minimization - CMPPA of 1988
The Computer Matching and Privacy Protection Act requires that each agency 
“maintain in its records only such information about an individual as is relevant and 
necessary to accomplish a purpose of the agency

Data Quality – PRA of 1995
The Paperwork Reduction Act requires federal agencies to take steps to ensure the 
quality of their data
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Data Mining/Analytics Examples

Although the IRS website in no way reveals this to taxpayers, Dean Silverman, former Senior 
Advisor to the Commissioner in the Office of Compliance Analytics for the Internal Revenue Service, 
indicated that the IRS uses big data for the following:

• Charting and analyzing social media such as Facebook
• Targeting audits by matching tax filings to social media or electronic 

payments
• Tracking individual Internet addresses and emailing patterns
• Sorting data in 32,000 categories of metadata and 1 million unique 

“Attributes"
• Machine learning across "neural" networks
• Statistical and agent-based modeling
• Relationship analysis based on Social Security numbers and other 

personal identifiers 
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1. Discrimination
2. Misuse of audit function
3. Data breach 
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POTENTIAL 
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Potential Discrimination

Data mined from the internet or 
purchased from data brokers will contain
historical and societal bias

Predictive analytics has the potential 
to use a proxy for race and religion 
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The government has a long history of misusing the IRS 
audit function for political purposes
Nixon sought out antiwar groups, churches 
and nonprofits supporting antiwar groups, 
civil rights groups, reporters, and prominent 
Democrats. The White House tapes provide 
direct evidence of Nixon using the IRS 
to collect data on potential Democratic 
presidential candidates, but goes back all 
way to Roosevelt. 
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Targeting by Government

During the 2012 presidential election, 
the IRS started flagging conservative 
political groups for additional reviews to 
see if they were violating their tax-exempt status.
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1. The treasury inspector general reported that 21% 
of FOIA requests answered by the IRS wrongly 
disclosed “sensitive taxpayer information.” 

2. The IRS reported that more than 720,000 social 
security numbers had been stolen from the “get 
transcript” function on its website. 

3.  Hackers were also able to obtain 100,000 e-pin 
numbers to claim fraudulent refunds. 

A 2015 audit GAO of security procedures listed 43 
deficiencies and revealed that the IRS had ignored 
previous audit recommendations and was not 
keeping taxpayer data secure. 

17

DATA 
BREACH





The IRS’s use of 
big data raises 
issues of data 

quality, privacy, 
politics, and race

◦ The method of data collection (purchasing 
data sets and mining social media) is 
suspect and does not comply with FIPs.

◦ The maintaining of such information beyond 
reviewing an individual tax return violates the 
law.

◦ The more information the IRS maintains 
about individuals, the easier it becomes to 
target audits to political rivals.

◦ The use of algorithms can result in 
discrimination by secretly identifying race as 
a tax cheat risk. 

◦ The collection of such highly detailed 
information by the IRS makes it a very 
attractive target for hackers. 
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1. How AI in employment decisions can mitigate bias and noise resulting 
from human decision-making and fix the diversity problem in the tech 
industry (forthcoming 2019)

2. Why China will win the AI race – a comparison of U.S., EU and Chinese 
law

3. Reducing the pay gap in the U.S. through the use of artificial intelligence

4. How micro-targeting discriminates in the private and public sector

5. The top 10 reasons to be optimistic about AI
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